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Course Title

Foundations of Cryptography

Lecturer

Iftach Haitner and Omer Paneth

Semester

2020/1 A

Course requirements

5-6 homework assignments and a final exam.

Final grade components

20% homework, 80 final exam.

Course schedule

Class no. / Date | Subject and Requirements (assignments, reading materials, tasks, etc.)
Course overview, one-way functions.

One-way functions, pseudorandom generators.
Hardcore predicates.

Pseudorandom functions.

MACs, signature schemes.

Interactive proofs, zero knowledge.

Zero knowledge, commitment schemes.

Zero Knowledge, non-interactive zero knowledge.
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Non-interactive zero knowledge, proof of knowledge.
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Encryption schemes
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Secure multi-party computation.
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Non black-box zero-knowledge
13 Advanced topics

Required course reading

Optional course reading

Books:
- Jonathan Katz and Yehuda Lindell. An Introduction to Modern Cryptography.
- Oded Goldreich. Foundations of Cryptography.

Other crypto courses and notes:

- Benny Applebaum and Iftach Haitner (form the last time | gave this course with Benny)
- Boaz Barak



https://moodle.tau.ac.il/2018/2016/course/view.php?id=368416201
http://www.boazbarak.org/cs127/
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- Nir Bitansky
- Ran Canetti

- Benny Chor (The Undergraduate Course)

- Yevgeniy Dodis
- Yehuda lindell

- Rafael Pass and Abhi Shelat

- Gil Segev
- Salil Vadhan

- Daniel Wichs

Comments

Slides and materials from previous years are available on Moodle.



http://tau-foc-f17.wikidot.com/general-information
http://www.cs.tau.ac.il/~canetti/f08.html
http://tau-crypto-f16.wikidot.com/
http://www.cs.nyu.edu/courses/spring12/CSCI-GA.3210-001/
http://u.cs.biu.ac.il/~lindell/89-856/main-89-856.html
http://www.cs.cornell.edu/courses/CS4830/2010fa/lecnotes.pdf
https://moodle.cs.huji.ac.il/cs14/course/view.php?id=67531
http://people.seas.harvard.edu/~salil/cs120/handouts.html
http://www.ccs.neu.edu/home/wichs/class/crypto-fall15/index.html
https://moodle.tau.ac.il/2018/course/view.php?id=368416201

